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Abstract: In view of the threat of quantum computing to traditional public key infrastructure, by analyzing the techni-
cal complementarity of quantum key distribution (QKD) and post-quantum cryptography (PQC), as well as the neces-
sity for integrating these two technologies, A functional model for cryptographic infrastructure that integrates QKD
and PQC was proposed, basic network elements and functional modules of the model was described and interface ref-
erence points were defined, and an application scenario for cross-domain encrypted calls between voice terminals be-
longing to different key management systems through a hybrid cryptographic system that integrates QKD and PQC
was realized, which provides a strong support for telecom operators to improve the anti-quantum attack capabilities of
their basic networks and telecom services.
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